
1

Quantum 
Ready: 
Securing Data  
in the NHS



2

Contents

Introduction03

Data Security Risks04

A Changing Landscape06

Decoding quantum07

New threats08

Q Day09

Quantum ready11

Secure your data with expert help12

Use Case: Simplifying Security13

Become quantum-ready14

References15

The clock is ticking10



3

Introduction

The NHS faces a silent threat that no one is talking 
about. Quantum computing offers transformative 
potential, but it also presents risks, regardless of 
whether you use it as an organisation. 

Experts are concerned about threats to data 
security. The power of quantum computers will make 
encryption easy to crack, leaving sensitive patient 
data vulnerable. Even if your NHS organisation doesn’t 
use quantum, criminals are banking on it. Critical 
infrastructure is at risk.

The threat is closer than you think. Bad actors are 
already harvesting data so that it can be decrypted 
(unlocked) when they have access to quantum 
computing. The time to act is now. NHS trusts need a 
plan to protect patient data.

The next quantum advance could happen at any 
time. No longer the domain of labs, breakthroughs are 
happening here and now. Google unveiled a chip that 
takes five minutes to solve a problem that would take 
the world’s fastest computers ten septillion years.1  

Tech giant Amazon’s announcement of a quantum 
breakthrough signals that the race is on.2 With big 
business backing, advances will only accelerate. 

NHS leaders need to understand the urgent risks and 
opportunities to develop a quantum-ready strategy. Now 
is the time to start taking action to keep your data safe.

So how can you become quantum-ready 
and protect NHS data?
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Data Security Risks

As the custodian of sensitive patient data, the NHS 
is likely to be a target of bad actors. Organisations 
face several data security challenges:

Many organisations struggle to track where sensitive 
data is, how it moves and who has access. Cloud 
and generative AI have complicated the picture and 
blocked data visibility.

Human error, unauthorised access, and social 
engineering can lead to the exfiltration of sensitive 
data. Vulnerabilities are multiplied by complex supply 
chains.

Growing insider threats  
and vulnerabilities

Lack of data visibility

NHS organisations are looking to harness data to 
support a shift to proactive, predictive care while 
navigating rigid governance requirements.

Governance requirements

Cyberattacks are increasing in sophistication and 
impact. The rise of ransomware, AI-enhanced attacks 
and advanced persistent threats (APTs) all threaten 
sensitive data. Traditional security is no longer enough.

The arrival of quantum poses security risks. The BBC 
reports that ‘the arrival of quantum computing means 
that many of the encryption algorithms that underpin 
and secure our hyperconnected world will be trivially 
easy to crack.’3

Decrypting 
sensitive information

Evolving cyber threats
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As we enter a new era, data and digital 
transformation will be the lifeblood of the 
NHS. Leaders need to adapt to survive and 
thrive in a rapidly evolving environment. 
Patient safety depends on securing data 
and becoming quantum-ready.
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A Changing Landscape

At the same time as the environment is evolving rapidly, the NHS is 
undergoing significant change. Leaders need to set the direction in line 
with several strategic drivers without losing sight of data security risks: 

The government is committed to three big shifts 
in the NHS: moving care from the hospital to the 
community, from treatment to prevention, and from 
analogue to digital.4 The Prime Minister suggested 
the need for the NHS to be a ‘tomorrow service, not 
just a today service.’5

The government’s recent £121 million investment in 
quantum signals its commitment to the industry. Yet 
the strategy focuses on supporting the growth of 
quantum-enabled businesses rather than mitigating 
the risks to the public sector.

The government’s 
quantum strategy

The three big shifts

This strategy highlights the power of data to save 
lives. Leaders must build trust and create the right 
foundations to maximise opportunities to enhance 
patient care.7

Data Saves Lives

Lord Darzi’s rapid investigation into the state of the 
NHS concluded that ‘the NHS is in critical condition, 
but its vital signs are still strong.’ It called for 
transformation, including a ‘tilt towards technology’ 
to unlock productivity.6

Cyber resilience is a key driver. The London 
cyberattacks in 2024 highlighted the vulnerability 
of NHS systems in a rapidly evolving landscape.8  
NHS leaders need to keep pace with the changing 
environment to keep patient data safe.

The Cyber  
Security Strategy

The Lord Darzi review

The current lack of an NHS quantum strategy 
represents a blind spot. The sector risks getting 
left behind due to gaps in skills, capabilities and 
expertise. Without action now, sensitive patient data 
will be vulnerable.

The lack of an NHS 
quantum strategy
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Decoding quantum

So, what do we mean by quantum? Essentially, classical 
computing relies on a binary system, while quantum uses 
qubits, which can occupy multiple positions. Computing 
power multiplies - the possibilities are almost limitless. 

Companies are investing heavily in quantum because 
of the technology’s augmented capabilities. The 
government has signalled its intent with a £121 million 
investment to scale quantum in the UK.9

Quantum computers will solve complex problems 
in a matter of minutes. Traditional computing will 
become obsolete almost overnight. As advances 
gather pace, the technology will no longer be the 
preserve of the lab, but will become mainstream.

While the technology isn’t there yet, advances are 
happening all the time. We may be on the edge of a 
breakthrough.

A quantum leap
The arrival of quantum will revolutionise patient 
care. Drawing on rich NHS data, it will be possible 
to make new connections and surface rich 
insights. Quantum’s problem-solving abilities 
could lead to breakthroughs in the NHS. A 
quantum leap.

Progress is accelerating. The multi-million 
investment in quantum hubs signals the size of 
the opportunity for the NHS. The University of 

Birmingham is one of the UK’s trailblazers. It’s 
trialling quantum brain scanners to enhance 
diagnosis and patient care.10

Quantum is no longer the preserve of the 
future. Leaders need to act now to maximise 
opportunities and mitigate risks.
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New threats

Quantum not only multiplies possibilities – it 
also multiplies threats. Traditional security 
relies on encryption as the line of defence 
against bad actors. But it’s not enough to 
safeguard against quantum-powered attacks. 

Quantum computing has the power to expose 
encrypted data. In an NHS context, this could be 
commercial or financial information, personal staff 
details and patient records. Data exposure could 
result in denial of service, data loss, and data theft. 
The impact could be far-reaching. There’s a real 
threat of widespread disruption, reputational damage, 
financial losses and risks to patient safety. 

Advances in quantum are not just a niche IT issue. They’re 
a strategic risk that must be owned at a board level. 
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Q Day

Cybersecurity experts warn 
about the impact of Q Day. 
This refers to when quantum 
computing advances to 
the point that it can break 
encryption methods. Data 
that is currently protected 
will suddenly become 
vulnerable. 

Safeguards that would take a classical computer 
millions of years to decrypt will be unlocked in 
minutes. Q Day threatens to expose the most 
common public-key cryptography (PKC) algorithms 
such as RSA and Diffie Hellman. Entire security 
postures will be undone overnight.

Q Day is sometimes compared to the Millennium 
Bug, but there’s one key difference. The Y2K bug 
was a computer glitch that people feared would 
cause widespread disruption on January 1st 2000. 
It was a race against the clock to mitigate the risk. 
It cost companies years of effort and billions of 
pounds.11 The potential for disruption at scale has led 
to comparisons between Q Day and the Millennium 
Bug. The main difference? No one knows when Q 
Day will happen.

The danger is that the lack of a date will lead to 
inertia. There’s a risk that organisations will not grasp 
the urgency and fail to act now before it’s too late.
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The clock is ticking

This is an urgent issue for public sector organisations. 
Their sensitive data makes them a target. Bad actors 
are using a method called ‘harvest now,’ decrypt later,’ 
to exploit this security weakness. They’re stealing 
encrypted data ready for when they have access to 
the technology to decrypt it. 

The National Cyber Security Centre flags this as a 
threat for organisations with high-value information.12 

Any organisation with critical infrastructure needs 
to act now.13 According to the BBC, data that will still 
be sensitive in ten years is particularly vulnerable.14 
Confidential NHS data is therefore likely to be a 
prime target. Data that is harvested today could be 
decrypted tomorrow. 

By the time Q Day arrives, it will be too late. The clock 
is ticking, but is your NHS organisation ready?

Quantum is not a future issue. Leaders need 
to outpace the bad actors taking action now.
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Quantum ready

A survey by IBM found that most organisations 
anticipate it will take 12 years to become fully 
quantum-safe. But that might not be long enough. 
NHS organisations must begin their journey now so 
they’re ready when Q Day arrives.

It’s all about building systems that can tackle these 
urgent threats while preparing for the opportunities 
of tomorrow. The industry is already adapting and 
developing post-quantum encryption standards 
to secure sensitive data. The level of adjustment 
required varies considerably. In some cases, it might 
just need a browser upgrade, but in others, it might 
require a huge transformation programme.

Leaders should be aware of the areas likely to need 
more work. Legacy kit may not support quantum-

Becoming quantum-ready is not a quick fix. The scale 
of work required is daunting. That’s why leaders must 
start developing their quantum-safe strategy now. 

ready encryption. This is a major risk in a sector 
where many organisations rely on outdated tech. The 
Internet of Things and devices are also likely to be 
more problematic. Cybercriminals could exploit these 
vulnerabilities. Another potential Achilles’ heel is the 
supply chain. NHS organisations must work with their 
suppliers to ensure they are developing quantum-
safe strategies.

But it’s not just about upgrading technology. 
Organisations need to be flexible enough to respond 
to change. This is what experts call crypto-agility – the 
ability to adapt quickly to new threats. Being responsive 
can also help with broader preparedness if the algorithm 
fails or there’s a security breach. Nimble organisations 
can turn a potential threat into an opportunity.

From Ideas to Action
So how can NHS organisations make 
quantum-safe a reality? It starts with raising 
awareness and commitment at a board 
level to develop a robust strategy. Getting 
visibility of your data should be a top priority 
to ensure a controlled transition. It’s essential 
to have a tight grasp of your data – where it 
is, where it moves and what might be relevant 
and open to exploitation in the future.
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Secure your data 
with expert help

Looking for expert help to navigate your quantum-safe journey? 
Celerity and IBM have teamed up to help NHS organisations 
secure their data. They’ll help you develop your Data Security 
Strategy to protect patient safety and give you peace of mind. 

Secure total oversight
Get complete visibility of sensitive patient data so 
you can understand and manage risk.

Strengthen your security and prepare for 
Q Day with the help of industry-leading 
solutions. The IBM Guardium Data 
Security Centre helps you to: Satisfy governance requirements

A solution that ticks all information governance boxes.

Outpace bad actors
Keep up with an evolving threat landscape with 
near real-time early risk detection.

Proactive data protection
Enforce access policies, encryption and 
automated remediation.

Stop threats in their tracks
Leverage AI-powered analytics to detect and respond.

Take back control
Get peace of mind with secure access control and 
zero trust as an architectural principle as standard. 
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Use Case: 
Simplifying Security

IBM helped a US-based health insurance provider to get total visibility 
of their data with an all-in-one solution to strengthen security and 
satisfy compliance requirements. The organisation made a smooth 
transition from their legacy system to IBM Guardium.

Before the move, the organisation was struggling 
with slow response times and a complex system 
that made it difficult to get oversight of data. They 
urgently needed to find an alternative option for 
monitoring cloud data and improving compliance 
with their current solution nearing end of life.

The organisation engaged with IBM to explore their 
options. Based on their pain points, they decided 
to transition to the SaaS version of Guardium 
Insights. This approach to platformising their data 
helped create one pane of glass for all security and 
compliance use cases.

Anticipated benefits:
• Support cloud data sources currently  

being supported by the previous solution

• Simplified deployment and architecture

• Less management overhead,  
less required resources

• Consolidated platform for all data  
security use cases

• Achieve 100% HIPAA and SOX compliance



14

Become 
quantum-ready

Take your first step towards proactive 
security. Book your discovery call to discuss 
your Data Security Strategy with experts so 
you can become quantum-ready.

Assess your security posture, uncover 
vulnerabilities, and build a compliance-
ready strategy with expert help.

Today, not Tomorrow
The quantum revolution is not tomorrow’s 
problem - it’s today’s imperative. With ‘harvest 
now, decrypt later’ tactics already targeting 
NHS data, waiting for Q-Day means acting too 
late. Organisations projecting 12-year timelines 
for quantum-readiness will be caught off guard 
by a breakthrough. Even if your organisation 
isn’t ready, bad actors will be. 

Without a dedicated NHS quantum strategy, 
patient data remains vulnerable. This isn’t 
merely an IT challenge but a strategic risk 
requiring immediate board-level ownership. 
As the NHS drives transformation from 
hospital to community, treatment to 
prevention, and analogue to digital, leaders 
must not lose sight of quantum security. 

Organisations must prioritise data visibility 
and crypto-agility to create quantum-safe 
environments. By acting decisively now, 
the NHS can safeguard patient information 
and position itself to harness quantum’s 
transformative potential for healthcare 
delivery. The quantum future is inevitable. 
Readiness is a choice leaders make today.

Get in touch
marketing@celerity-uk.com

mailto:marketing%40celerity-uk.com?subject=
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